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Elements of an Effective Corporate Compliance Program

By Jodi Avergun

Companies that are either located in, or transact busi-
ness in the United States — even if they are not in highly
regulated industries like health care or finance - are
subject to an almost ever-increasing array of regula-
tions with which they must comply. Add to that the fi-
nancial incentives provided by the whistleblower provi-
sions of the Dodd-Frank Wall Street Reform and Con-
sumer Protection Act 2010 (“Dodd-Frank Act”) and
companies can find themselves at the center of regula-
tory or criminal investigations in an instant. When this
happens, companies under investigation can lessen the
blow of any penalty by demonstrating to prosecutors
that it had in place an effective compliance program.'
The emphasis on an effective compliance program to
deter criminal conduct derives both from Section 8B2.1
of the U.S. Sentencing Guidelines,* and The Principles
of Federal Prosecution of Business Organizations chap-
ter of the U.S. Attorney’s Manual.’ The “effective pro-
gram” described in both documents is the single most
important tool, other than self-disclosure and coopera-
tion, on which a company can rely in seeking leniency
from the Department of Justice (“DOJ”) at sentencing
or in charging decisions. More importantly, the pres-
ence of an effective compliance program is a critical
weapon in a company’s arsenal to protect it from repu-
tational and financial harm - and of course from gov-
ernment investigations.

Emphasising the paramount importance of an effec-
tive compliance program, in 2015, the U.S. Depart-
ment of Justice’s Fraud Section engaged an industry
expert in ethics and compliance as compliance counsel
to the Fraud Section. Her role was to evaluate compa-
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nies’ claims regarding their compliance programs and
to provide guidance and counsel to DOJ prosecutors
as they considered leniency applications or appropri-
ate penalties based on the effectiveness of a company’s
compliance programs.* Although the compliance coun-
sel left her post a few months short of her planned two
year tenure, the existence of an effective compliance
program remains a key driver in corporate behaviour
and a key factor considered in charging and leniency
decisions.

Basic Architecture of an Effective Compliance Pro-
gram

Taken together, the Sentencing Guidelines and the Prin-
ciples of Federal Prosecution of Business Organizations
provide a high-level roadmap of the key components
of an effective compliance program. For example, the
Guidelines provide that the company must promote
“an organisational culture that encourages ethical con-
duct and a commitment to compliance with the law”
and that the organisation’s “governing authority” be
“knowledgeable about the content and operation of the
compliance and ethics program and... exercise reason-
able oversight with respect to the implementation and
effectiveness of the compliance and ethics program.

The Guidelines, though written in contemplation of
calculating fines for companies that have committed
misconduct, are also useful as guidance for companies
not under investigation. The Guidelines specifically de-
scribe the basic building blocks that must be present in
order for a company to be viewed as having an effective

compliance program. These include:

1.

written standards and procedures to
prevent and detect criminal conduct;
knowledgeable and resourced board
and management, with dedicated com-
pliance personnel;

due diligence on personnel with sub-
stantial authority to bind the company;
regular communication and effective
training;

monitoring and auditing for criminal
conduct, periodic evaluation of the
compliance program, and the ability of
employees to report misconduct with-
out retaliation;

consistent enforcement throughout the
organisation; and

response to misconduct and modifica-
tions to program as needed.
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There is really no company that does
business in or with the United States

that is immune from the risk of criminal

conduct, though some are more
susceptible to the risk than others.

In February 2017, the DOJ’s Fraud Section released
an evaluation document listing “important topics”
and questions with which DOJ would assess corporate
compliance programs.® The evaluation document poses
a series of questions that DOJ encourages compliance
professionals to consider and consult as they design
their compliance programs, and which in turn DOJ
prosecutors will consider as they evaluate the effective-
ness of the compliance program of a company under
investigation. DOJ has emphasised in public comments
since the publication of the evaluation document that
such document does not pronounce guidelines. Rath-
er it is a guide to the critical thinking in which DO]J
expects corporate leaders to engage to drive common
sense, analytical and data-driven approaches to evalu-
ating compliance risks and creating policies that ad-
dress those risks.

The topics, which derive from commentary within the
Sentencing Guidelines, the U.S. Attorney’s Manual, the
2013 OECD Anti-Corruption Ethics and Compliance
Handbook® and the 2012 joint DOJ and SEC Resource
Guide to the FCPA,” indicate how companies seeking
to build and maintain effective compliance programs
think about, design and self-evaluate their systems.
They also signal the factors prosecutors will analyse in
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evaluating the effectiveness of the compliance policies
of companies under investigation for purposes of de-
termining leniency and punishment. The broad areas of
inquiry include understanding (i) how a company anal-
yses and remediates discovered misconduct, (ii) the in-
volvement of top management in compliance, (iii) the
resources devoted to compliance and the autonomy of
the compliance function, (iv) the content, (v) the pro-
cess of disseminating policies and procedures, (vi) how
a company integrates compliance into its day-to-day
operations, (vii) the role of risk assessment in design-
ing compliance policies, (viii) whether there are incen-
tives to prioritise compliance and conversely, disciplin-
ary measures to punish non-compliance, (ix) periodic
training and review of existing policies, (x) the extent
and effectiveness of third-party due diligence and con-
trols, and if relevant, (xi) how compliance is integrated
into M&A processes.

Reacting to the Evaluation Document

There is really no company that does business in or
with the United States that is immune from the risk of
criminal conduct, though some are more susceptible
to the risk than others. But given the high level of risk
as well as the high costs of non-compliance from both

a reputational and financial perspective, companies
are newly considering their compliance programs and
measuring them against the standards revealed in the
2017 evaluation document. Despite the presence of a
regulatory-unfriendly White House, there is a current
trend in corporate America to engage in top-down re-
views of their compliance programs measured against
the standards of the 2017 evaluation document. A
number of public companies have issued RFPs this year
for external compliance assessments and others are in
the works. And it makes sense to do so. An effective
compliance program can help avoid significant nega-
tive consequences, including, expanded and costly in-
vestigations, civil and criminal prosecution, fines and
disgorgement, the imposition of a compliance monitor,
shareholder litigation and reputational damage. Even
the best-designed, data-driven, fully supported compli-
ance program will not assure full compliance with the
law. But understanding the elements that DOJ expects a
company to consider in designing compliance policies
and programs, and self-evaluating against those criteria
is the safest way to implement a truly effective compli-
ance program.
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https://www.ussc.gov/guidelines/2016-guidelines-manual/2016-chapter-8
https://www.justice.gov/criminal-fraud/page/file/937501/download
http://www.oecd.org/corruption/anti-corruption-ethics-and-compliance-handbook-for-business.htm
http://www.oecd.org/corruption/anti-corruption-ethics-and-compliance-handbook-for-business.htm
https://www.justice.gov/sites/default/files/criminal-fraud/legacy/2015/01/16/guide.pdf
https://www.justice.gov/sites/default/files/criminal-fraud/legacy/2015/01/16/guide.pdf

