
 
 

CFPB Previews Upcoming Proposed Rules Under the FCRA That
Will Address Ar�ficial Intelligence

By Mercedes Kelley Tunstall
Partner | Financial Regula�on

Last week, Rohit Chopra, the director of the Consumer Financial Protec�on Bureau
(“CFPB”), shared remarks at a White House roundtable convened to address
“harmful data broker prac�ces.” Referring to data brokers as being part of the
“surveillance industry,” Chopra announced forthcoming rulemakings that are
intended to “ensure that modern-day digital data brokers are not misusing or
abusing our sensi�ve data” by using ar�ficial intelligence and “other predic�ve
decision-making” technologies. The proposed rule(s), which he forecast as being
available for public comment some�me in 2024, would be based upon the Fair
Credit Repor�ng Act (“FCRA”), as well as upon informa�on received in response to
the CFPB’s Request For Informa�on (“RFI,” issued in March) reques�ng informa�on
on the data broker industry. 

A le�er accompanying Chopra’s wri�en remarks provided addi�onal detail on the
forthcoming proposed rules. Ini�ally, the le�er asserts that many elements of the
FCRA already apply to the data broker industry and then states that the “CFPB
plans to propose rules that would ensure that the public is protected from
modern-day data brokers.” One of the proposed rules would seek to require all
companies using informa�on collected from data brokers to only be able to use
that informa�on for purposes that are authorized under the FCRA (i.e., permissible
purposes). Another proposed rule would seek to expand the defini�on of
consumer report under the FCRA to affirma�vely include data such as “a
consumer’s payment history, income or criminal records.” A third proposed rule
would be focused upon so-called “credit header data,” which primarily consists of
contact informa�on for consumers and would similarly restrict the use of that data
only for purposes that are authorized under the FCRA. 

In terms of how these rules would address ar�ficial intelligence, the le�er
referenced that commenters to the RFI “noted that the availability of highly
granular data from data brokers, when combined with advanced technology like AI,

https://www.cadwalader.com/
https://www.cadwalader.com/fin-news/index.php
https://www.cadwalader.com/professionals/mercedes-tunstall
https://www.consumerfinance.gov/about-us/newsroom/remarks-of-cfpb-director-rohit-chopra-at-white-house-roundtable-on-protecting-americans-from-harmful-data-broker-practices/
https://www.cadwalader.com/fin-news/index.php?nid=55&eid=436
https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/cfpb-data-broker-rulemaking-faq_2023-08.pdf
https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/cfpb_fair-credit-reporting_advisory-opinion_2022-07.pdf


can create a risky environment where surgically precise scams and fraud can
flourish at scale.” In other words, the responses to the RFI warned that data broker
industry use of AI solu�ons could cause problems going forward, and so the CFPB’s
proposed rules seek to curtail some of those problems by applying the FCRA
broadly and sharply restric�ng the situa�ons when data can be used at all.


