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For months, Director Rohit Chopra warned that the Consumer Financial Protection
Bureau (the “Bureau”) would sharpen its focus on repeat offenders.[1] On April 12,
2022, the Bureau demonstrated its resolve, announcing charges against national
credit reporting agency TransUnion, two of its subsidiaries, and a long-time
executive for violating a 2017 consent order that prohibited TransUnion from
deceptively marketing credit scores and credit-related products.[2]

In January 2017, the Bureau issued a consent order against TransUnion to address
findings that the credit reporting agency violated the Consumer Financial
Protection Act (“CFPA”) by deceptively marketing credit-related products. The
consent order required TransUnion to pay $13.93 million in restitution to
consumers, to pay a $3 million civil penalty, and to abide by certain conduct
provisions. However, the Bureau found more than a year later during a supervisory
exam that TransUnion was still using deceptive marketing practices, including
website and app design features (“digital dark patterns”) intended to trick
consumers into purchasing credit-related subscriptions and to make it difficult to
cancel them. The Bureau alleges that it informed TransUnion repeatedly, beginning
in 2019, that it was in violation of the 2017 consent order.

On April 12, 2022, the Bureau filed its complaint in federal district court for alleged
violations of the CFPA, the Electronic Fund Transfer Act, and the Fair Credit
Reporting Act, as well as their implementing regulations.[3] The Bureau is seeking
consumer redress, disgorgement, injunctive relief, and the imposition of civil
money penalties for TransUnion’s violations.

Taking a closer look, the Bureau’s action against TransUnion is particularly
noteworthy, as it demonstrates Director Chopra’s commitment to stepping up
enforcement in several significant ways, including:
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« The Bureau will take aggressive action against those who stall or avoid
implementing the terms of a consent order because they may negatively
impact the company’s bottom line. Director Chopra recently expressed
frustration that corporate recidivism has become normalized and calculated
as the cost of doing business. He warned that the Bureau will forcefully
address repeat offenders to “alter company behavior and ensure they realize
it is cheaper, and better for their bottom line, to obey the law than to break
it.”[4] The TransUnion action reinforces this commitment. The Bureau has
signaled it will seek millions in consumer redress and civil money penalties,
but the Bureau may also seek “structural” changes at TransUnion, such as
prohibitions against certain business activities.[5]

« The Bureau will also charge individuals for “egregious” conduct, such as
taking an active role in repeat offenses. In recent comments about
corporate recidivism, Director Chopra indicated that it may charge senior
managers and executives and seek lifetime occupational bans when they
play a role in repeat offenses and order violations.[6] The Bureau’s complaint
against TransUnion includes charges against a long-time executive for his role
in violating the 2017 consent order, based in part on allegations that he
instructed employees to remove an opt-in check-box required by the consent
order.

« The Bureau will dedicate significant resources to identify and address
digital dark patterns that are intended to trick or trap consumers. In
remarks regarding the complaint, Director Chopra emphasized that many
other companies are using digital dark patterns to steer customers.[7] For
example, TransUnion is alleged to have integrated colorful, deceptive buttons
and low-contrast, fine-print disclosures into its website. Director Chopra
stated that the Bureau will be working with the Federal Trade Commission,
the Department of Justice, state attorneys general, and international
partners to combat these types of tactics.

« The Bureau will leverage insider information to support its enforcement
activities. In its announcement of the TransUnion complaint, the Bureau
specifically called on current and former employees with information about
the company’s misconduct to report that information through the CFPB’s
whistleblower program. Unlike other whistleblower programs, such as those
of the SEC and CFTC, the CFPB does not currently have authority to award
bounties. (Individuals who report information about possible consumer
financial protection violations to the Bureau are protected against
retaliation.) Even so, the Bureau’s request, which follows a separate call to
action for IT employees at financial institutions,[8] suggests that the Bureau
believes many industry insiders will nonetheless come forward with critical
information about consumer financial protection violations.
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