
T
he Sarbanes-Oxley Act’s general
goal of enhancing corporate 
accountability and transparency
is by now familiar to most corpo-

rate attorneys, as is the act’s accompanying
enhancement of penalties. Underreported,
however, has been the statute’s protection 
of corporate “whistleblowers” — those who
report irregularities or misconduct to higher
authority. Yet that protection is a significant
aspect of the act, as whistleblowers were 
significant players according to accounts of
the recent corporate scandals that prompted
the adoption of Sarbanes-Oxley. 

In this context, the term “whistleblower”
has been used to include employees whose
disclosures of corporate irregularities were
made internally to management or the
board, even if the employees did not con-
tact relevant authorities in government.1

Corporate counsel should take note of the
new federal regulatory scheme, because it
carries profound consequences for the cor-
poration that does not develop appropriate
internal controls and ethical frameworks.

Background

Before the enactment of Sarbanes-
Oxley, state law determined the extent 
of protection enjoyed by whistleblowers 
in the private sector. Those who were

employed “at will,” with no additional 
contractual protection, could face a wide
range of employer responses to any decision
by the employees to expose misconduct.2 A
cause of action for retaliatory discharge
now exists in at least 42 states, though such
protection, at times, has been limited.3

For instance, New York’s whistleblower
protection under §740 of the Labor Law “is
limited to an employee who discloses or
threatens to disclose an employer activity
or practice that (1) is in violation of a law,
rule or regulation, and (2) creates a substan-
tial and specific danger to the public health.”
Fiscal improprieties within a company do 
not fall into either category.4 Preexisting fed-
eral law had included criminal prohibition 
of violent retaliation against a witness or
informant,5 but Sarbanes-Oxley added new
civil as well as criminal provisions that 
address economic retaliation.

Civil Liability

A new civil cause of action is 
established in §806 of Sarbanes-Oxley,
which protects employees of publicly

traded companies who lawfully provide

evidence or otherwise assist in the investi-
gation of conduct that the employee “rea-
sonably believes constitutes” violations of
the federal mail, wire, bank, or securities
fraud statutes,6 “any rule or regulation of
the Securities and Exchange Commission,
or any provision of Federal law relating to
fraud against shareholders.”

The employee is protected if his or her
information or assistance is being provided
to (1) “a Federal regulatory or law enforce-
ment agency”; (2) any member or committee
of Congress; or (3) anyone “with supervisory
authority over the employee (or such other
person working for the employer who has 
the authority to investigate, discover, or 
terminate misconduct).”7 Also protected are
employees who “file, cause to be filed, 
testify, participate in, or otherwise assist in a
proceeding filed or about to be filed (with
any knowledge of the employer) relating to
an alleged violation.”8

In such cases, a cause of action arises
against not only a company itself, but 
also any employees, officers, contractors,
subcontractors, and agents who “discharge,
demote, suspend, threaten, harass, or in any
other manner discriminate against an 
employee” who has engaged in the protect-
ed activity.9 Thus, the civil liability provi-
sions of Sarbanes-Oxley cover a broad range
of retaliatory measures that can be taken
against an employee whether or not the
underlying reporting is directed internally
within the corporate organization or toward
relevant government authorities. Such
activity, however, must relate to the enu-
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merated types of fraud. The range within
which an employee’s belief is held to 
constitute a “reasonable belief” that 
conduct amounts to a violation is bound to
be an important question as courts 
determine the scope of §806. 

The employee claimant who prevails
under this section is entitled to “all relief
necessary to make the employee whole,”
including full reinstatement with the same
seniority status, back pay with interest, and
“any special damages sustained as a result 
of the discrimination, including litigation
costs, expert witness fees, and reasonable
attorney fees.”10 In addition to these dam-
ages, the statute allows the employee to seek
any other relief to which he or she other-
wise may be entitled under federal or state
law or collective bargaining agreements.11

To obtain relief, an employee must file a
complaint with the Secretary of Labor
within 90 days of the violation.12 If the 
Secretary has not issued a final decision
within 180 days of the filing of the com-
plaint, then the claimant (absent a showing
of his or her bad faith) may bring the claim
for de novo review in federal district
court.13 A §806 claim is governed by the
rules and procedures of 49 U.S.C.
§42121(b), a whistleblower protection
statute that applies to airline employees
who provide information concerning v
iolations of Federal Aviation Administra-
tion regulations or other federal air safety
provisions.14 As provided by §42121(b), the
person named in the complaint will have
an opportunity to submit a response, as well
as witness statements. The Secretary then
“shall conduct an investigation and 
determine whether there is reasonable
cause to believe that the complaint has
merit.” The Secretary will issue findings or
a preliminary order, accordingly, which, in
turn, may be followed by objections or a
hearing on the record, if requested. Absent
such a request, the preliminary order is
deemed final after 30 days.15

The Secretary will dismiss the complaint
rather than proceed with an investigation
where a claimant fails to make a prima facie
showing that the whistleblowing was a

“contributing factor” in any unfavorable
personnel action. Moreover, the Secretary
shall not go forward with the investigation
where the “employer demonstrates, by clear
and convincing evidence, that the employ-
er would have taken the same unfavorable
personnel action in the absence of that
behavior.”16 The Secretary’s determination
may be reviewed on appeal to the Court of
Appeals, subject to the standard of judicial
review set forth in the Administrative 
Procedure Act.17

Section 1107 of Sarbanes-Oxley estab-
lishes criminal liability for whistleblower
retaliation that is in some ways more limited
and in others broader than the correspon-
ding civil liability provisions. This provision
expands the criminal code’s proscription of
violence against witnesses and informants to
a wide range of economic retaliation. Thus,
anyone who, “with the intent to retaliate,
takes any action harmful to any person,
including interference with the lawful
employment or livelihood of any person, for
providing to a law enforcement officer 
any truthful information relating to the
commission or possible commission of any
Federal offense,” is subject to penalties that
may include fines and/or imprisonment for
up to 10 years.18

By defining the victim only as one who
provides “truthful information” to a law
enforcement officer, §1107 addresses itself
to a narrower category of whistleblower
than §806, which protects those who pro-
vide information or investigative assistance
to appropriate officials within a corporate
organization or within any federal regulato-
ry or congressional body. At the same time,
the criminal provision is broader in that it
addresses whistleblowing where the under-
lying violation or possible violation is not
confined to enumerated federal offenses,
but may in fact include “any Federal 
offense.” Although the civil provision 
specifies a list of retaliatory activities 
covered, §1107 prohibits any intentional 
retaliation, “including interference with
the lawful employment or livelihood of any
person.” The relationship between those
who are protected and the offender is not

specified. Moreover, the prohibition is 
not intended to be limited to American
companies or domestic activity, as the
criminal provision states that “[t]here is
extraterritorial Federal jurisdiction over an
offense under this section.”19

The regulatory scheme of Sarbanes-
Oxley’s whistleblower protection provisions
clearly presents serious issues for any pub-
licly traded company and its personnel on
every level. The act reflects a public policy
that, in one court’s words, allows “even 
current employees to assist in securities
fraud investigations.”20 Expectations of
employee loyalty toward the corporate 
hierarchy naturally will tend to increase
deference to the chain of command and
obligations to maintain confidentiality, but
corporate managers are cautioned to resist
the temptation to allow such constraints to
stifle disclosures of irregularities.21 By incul-
cating a corporate culture of law compli-
ance and dedication to the paramount 
interests of shareholders, a company can
avoid such pitfalls. For guidance in 
preventing liability, a company should look
both to applicable regulations and to practi-
cal measures that enhance communication
and openness throughout the corporate
chain of command.

Audit Committees

One important regulation can be found
in §301 of Sarbanes-Oxley, which requires
publicly traded companies to establish audit
committees consisting of independent 
directors. Each audit committee, in turn, is
required to establish procedures for “the
receipt, retention, and treatment of com-
plaints” the company receives “regarding
accounting, internal accounting controls, or
auditing matters,” as well as “the confiden-
tial, anonymous submission by employees
… of concerns regarding questionable
accounting or auditing matters.”22 Thus, the
audit committee can play an essential role
in providing an outlet for prospective
whistleblowers (even those reporting 
matters unrelated to financial and auditing
issues) to be heard and treated fairly.
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Anonymity, for that matter, should be 
available wherever practicable to internal
complainants who might otherwise feel
chilled in their communication of issues of
potential wrongdoing.

More broadly, successful compliance
depends on a company’s adherence to a
code of ethics. Such a code is a benchmark
of a company’s commitment to a culture of
compliance. It establishes the standard 
for law and regulatory compliance and 
internal reporting procedures regarding 
conflicts of interest, as well as other 
conditions not conducive to compliance. 
Sarbanes-Oxley requires public disclosure
of codes of ethics for senior financial 
officers and any waivers of the codes,23 but
it is advisable to establish such a code for
employees at every level. Management
should act beyond what is minimally
required to inculcate respect for the spirit
as well as the letter of the law in personnel
at every level from the start of their
employment. Because the whistleblower
protection statute covers an employee’s
reasonable belief that certain conduct 
constitutes business fraud, employees
should be instructed at the outset as to
conduct that is and is not prohibited.

A company should also consider the 
designation of an appropriate person to
assume the task of instructing employees
accordingly and to receive complaints. 
Ultimately, this individual’s role must
include ensuring the audit committee’s
compliance with §301 of Sarbanes-Oxley. It
may be preferable to appoint an in-house
attorney to serve this function for several
reasons, not the least of which reside in the
obligations to which attorneys are already
subjected. Under §307 of Sarbanes-Oxley
and accompanying SEC regulations, 
attorneys representing a company are
required to report material violations of the
securities laws or breaches in fiduciary duty
to the company’s chief legal officer, chief
executive officer (or equivalent), or a 
qualified legal compliance committee.
Unless those officials respond appropriately,
the attorney must report “up the ladder” to
the audit committee (or other qualified

committee), or to the full board of directors. 
Moreover, the rules allow the attorney to

reveal confidential information to the 
Securities and Exchange Commission in
order to prevent or remedy material 
violations that threaten substantial injury
to the financial interest or property of the
company or its investors.24 In this way, the
regulatory scheme established by Sarbanes-
Oxley mandates a channel for disclosure of
legal violations that a company should 
utilize and make accessible to its employees.

The issues confronted by public com-
panies in responding to allegations by
prospective whistleblowers are by nature
conducive to assessment by legal profes-
sionals. Whether instructing personnel or
receiving complaints, the task of measuring
the legal consequences of hypothetical or
real instances of conduct observed in the
workplace can be a complex one. An
employee may observe conduct that 
resembles but does not quite constitute a
form of securities fraud, yet whistleblower
protection — and thus potential liability
— will still attach where the employee’s
belief in the occurrence of a violation 
is reasonable. The analysis may not be 
intuitive, and attorneys are better equipped
than other managers to determine such
issues, which are likely destined to be
defined more precisely by judicial decision
that will have the benefit of hindsight.

Whether or not a company decides 
to utilize its attorneys or designate other 
personnel to take employee complaints to
the audit committee and/or senior 
management, the whistleblower protection
provisions of Sarbanes-Oxley can be 
followed only through measures that
earnestly open channels to employees. To
rely on immediate supervisors not to 
retaliate against their subordinates may be
viewed as insufficient, no matter how stern
the warning against retaliation, when an
underlying problem may reflect negatively
on someone up the supervisory chain of
command. In too many cases, human nature
and self-interest, if unchecked, can override
official advice to protect the best interests
of a publicly traded company and its 

shareholders. Additionally, Sarbanes-
Oxley’s policy of allowing employees to
assist in securities fraud investigations does
not anticipate being thwarted by overly
rigid applications of the chain of command
and overbroad confidentiality constraints.
A company is well advised to incorporate
this policy explicitly into its culture, and to
utilize its attorneys and audit committee to
assist it in addressing employee complaints.
Success in maintaining workable channels
for assessing and addressing suspect 
behavior within the corporation may well
prove the difference between preventing
wrongdoing and paying the penalty for it.
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